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UBND TINH GIA LAI CONG HOA XA HOI CHU NGHIA VIET NAM
SO THONG TIN VA TRUYEN THONG Doc 1ap - Tw do - Hanh phic
S6: 767/STTTT-CNTT Gia Lai, ngay 12 thang 9 nam 2017

VIV giam sit, ngin chin khan cip hé thong
may chu dieu khién ma doc tan cong
c6 chu dich APT

Kinh guri:
- Van phong Tinh uy;
- Van phong Hoi dong nhan dan tinh;
- Vin phong Uy ban Mit tran t6 qudc Viét Nam tinh;
- Cong an tinh;
- Bo chi huy quan su tinh;
- C4c Doanh nghiép Vién thong trén dia ban tinh;
- C4c S&, ban, nganh, cac hoi doan thé;
- Uy ban nhan dan cac huyén, thi xa, thanh phé.

S¢ Thong tin va Truyén thong nhan dugc Cong van s6 298/VNCERT-BPUC
ngay 07/9/2017 cua Trung tam Ung clru khan cap mdy tinh Viét Nam (VNCERT)
vé viéc giam sat, ngan chin khan cdp hé thong may chu diéu khlen mi doc tin
cdng c6 chu dich APT. Theo do6, Trung tam VNCERT thong bao vé viéc phat hién
ra dau hiéu chién dich tin cong nham vao cac hé thong thong tin quan trong tai
Viét Nam thong qua viéc phat tan va diéu khién ma doc tdn cong c6 chu dich
(APT). Ma doc nay rét tinh vi, chung c6 kha nang phat hién cac méi trudng phan
tich ma doc nham tranh bi phat hién, danh cap dir liéu, xAm nhdp trai phép, pha
huy hé théng thong tin thong qua cac may cha diéu khién ma doc (C&C Server)
dit bén ngoai 1anh thd Viét Nam.

Can c ndi dung yéu cau cua Trung tim VNCERT, S¢ Thong tin va Truyén
thong dé€ nghi Lanh dao cac co quan, don vi thyc hién khan cap cac ndi dung sau:

1. Giam sat nghiém ngit, ngin chin két ndi dén cac may chu diéu khién
ma doc APT theo danh sach trong phu luc kém theo;

2. Néu phat hién ma doc can nhanh chong co 1ap ving/may va tién hanh
diéu tra xur 1y (cai dat lai hé diéu hanh néu khong g& bé duogcc triét dé);

3. Qép nhat cac ban va cho hé diéu hanh va Phép mém (nhét la Microsoft
Office — n€u st dung). Pac biét cap nhat cac 10 hong c6 CVE:CVE-2012-
0158,CVE-2017-0199, MS17-010;

4. Sau khi thyc hién, dé nghi cac don vi bao cao tinh hinh lay nhiém va
két qua xtr Iy (néu c6) vé Pon vi chuyén trach umg clru sy cb an toan thong tin
mang cua tinh (S¢ Thoéng tin va Truyén théng) va Co quan Piéu phbi tmg ciru sy
c¢b Quéc Gia (Trung tim VNCERT) trudc ngay 30/9/2017.

Ma doc APT la loai ma doc nguy hiém, tin tic co thé tin cong leo thang dac
quyén gay ra hiu qua nghiém trong, dé dam bao an toan thdng tin trén hé théng do
Cac co quan, don vi dang quan 1y, S& Théng tin va Truyén thong dé nghi cac don
vi nghiém tuc thuc hién cac ndi dung néu trén.



Cac co quan, don vi c6 thé tai Coéng vian sd 298/VN§ZERT-DPUC ngay
07/9/2017 tai Trang thong tin dién tir cia S& Thong tin va Truyén thong tai dia chi:
http://stttt.gialai.gov.vn (muc Tin tire — Sy kién\Tin An toan thong tin).

Trong qua trinh thyuc hién, néu c¢6 vuéng mic hodc can su hd trg, dé nghi cac
co quan, don vi lién hé:

Co quan Piéu phéi Qudc gia - Trung tm VNCERT:
- Pia chi: TAng 5 — Toa nha 115 Tran Duy Hung — Cau Gidy — Ha Noi;
- Dién thoai: 0436404423 s6 may 1é 112;

- f)uc‘mg day nong: 0869 100 319/ 0934 424 009; Thu dién tu tiép nhan bao
cao su so: ir@vncert.gov.vn.

Hoic Phong Cong nghé thong tin - S Thong tin va Truyén théng:
- Pia chi: S6 17 Tran Hung Dao, Pleiku, Gia Lai.

- Pién thoai: 0269. 3719653 (gip dong chi Nguyén Thi Ngoc Quyén); Thu
dién ta: stttt@gialai.gov.vn.

S& Thong tin va Truyén thong dé nghi cic co quan, don vi quan tdm thyc
hién./.

Noi nhdn:

- Nhu trén;

- UBND tinh (b4o céo);

- Trung tdm CNTT&TT (thuc hién);
- Luu: VT, P. CNTT.



http://stttt.gialai.gov.vn/

PHU LUC :

THONG TIN VE DOMAIN va IP C&C Server LIEN QUAN PEN MA POC APT
ISTTTT-CNTT ngay 12/09/2017

ciia S¢ Théng tin va Truyén théng tinh Gia Lai)

(Kém theo Céng vin so:

I. Danh sach cac may chi diéu khién ma déc (C&C Server):

'IS':(I)' Piachi IP C&C _E_?_ Piachi IP C&C
1 209.58.179.202 10 193.169.245.78
2 209.58.176.46 11 104.237.218.72
3 188.42.254.112 12 193.169.245.137
4 66.154.125.145 13 23.227.196.210
5 176.223.165.165 14 23.227.196.210
6 60.251.29.40 15 185.157.79.3
7 103.53.197.202 16 104.237.218.70
8 58.158.177.102 17 62.210.115.97
9 216.107.152.217
Il. Danh sach tén mién may chi ddc hai (C&C Server) :

15__?_ Tén mién .IS_.?_ Tén mién
1 hanoi.danang.dulichovietnam.net 38 blog.docksugs.org
2 dalat.dulichovietnam.net 39 high.expbas.net
3 hanoi.dulichovietnam.net 40 images.chinabytes.info
4 danang.dulichovietnam.net 41 job.supperpow.com
5 dalat.hanoi.dulichovietnam.net 42 mobile.pagmobiles.info
6 hanoi.hanoi.dulichovietnam.net 43 nsquery.net
7 danang.danang.dulichovietnam.net 44 push.relasign.org
8 dalat.dulichovietnam.net 45 seri.volveri.net
10 danang.dalat.dulichovietnam.net 46 syn.timeizu.net
11 danang.hanoi.dulichovietnam.net 47 tonholding.com
12 dalat.dalat.dulichovietnam.net 48 update-flashs.com
13 hanoi.dalat.dulichovietnam.net 49 vphelp.net
14 dulichovietnam.net 50 24.datatimes.org
15 anh.phimhainhat.net 51 blog.panggin.org
16 data.dcsvn.org 52 datatimes.org




Sb A Sb A A
T Tén mién T Tén mién
17 data.phimnoi.org 53 emp.gapte.name
18 dav.thanhnlen.com 54 gl-appspot.org
19 home.phimnoi.org 55 high.vphelp.net
20 home.vietnamplos.com 56 imaps.gki6.com
21 login.phimhainhat.net 57 lighpress.info
22 login.phimnoi.org 58 news.lighpress.info
23 my.phimhainhat.net 59 pagmobiles.info
24 news.phapluats.com 60 relasign.org
25 news.vietnannet.com 61 ssl.zin0.com
26 vietnam.phimhainhat.net 62 teriava.com
27 tulationeva.com 63 Img.fanspeed.net
28 vieweva.com 64 menmin.strezf.com
29 yii.yiihao126.net 64 notificeva.com
30 | contay.deaftone.com 65 paidprefund.org
31 docksugs.org 66 share.codehao.net
32 facebook-cdn.net 67 static.jg7.org
33 help.checkonl.org 68 timeizu.net
34 icon.torrentart.com 69 untitled.po9z.com
35 | volveri.net 70 zone.apize.net
36 dcsvn.org 71 Phimnoi.org
37 Phimhainhat.net va cac subdomain
I11.  Danh sach ma bam (HashMD5):
Sb .
T Ma bam — MD5

1 b147314203f74fdda266805cf6f84876

2 3975c3ae679aff3e0d0db5622b6c31a5

3 a64264e872f551b0b0140603293c24c7

4 4965b96bef1353006008d55e178e72b0

5 2cb51010abee4deeBaec5e16f2982e8f

6 b5e473936d325b79d463e9f46602254b

7 e58c41231eebad952c03038d585ecca3




TT Ma bam — MD5
9fab515721ce1123e065497e6¢c854fd3
9 0f1d8c43863231a3fe86c62894aa48e4
10 cd718baf0ec7284769c8f65dadde8bae
11 7a618059557654214a1ba2370a48b887
12 6b44a8f4dcd0802a2cb6275d97362fh2
13 7a95abdf426144aa5305f1a59247f%aa
14 850172afad42dcfeb87af969f65759a6
15 e27e1759081284db15da140132bbd79f
16 e27026fdaa4c118b9dac9592a0ea2003
17 4e78b1b95056¢188753a8f79b2a4 1fOf
18 fla8aadb10a3c5c192b6d06d9699¢c276
19 58c4d4e0aaefe4c5493243c877bbbe74

20

46c522cba5ce9d837f983206441bbd5b
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